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February 24,2010

Filed via ECFS

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 Ii" St SW, Ste TW-A325
Washington, DC 20554

2703 Clark Lane· Columbia, MO 65202
PO Box 7085 • Columbia, MO 65205
voice: (573) 817-0000 • fax: (573) 441-1050
www.50cket.net • 1-800-S0CKET-3

Re: 2010 Annual CPNI Certification for Calendar Year 2009 - Socket Telecom LLC
EB Docket No. 06-36

Ms Dortch:

Please find enclosed the 2010 Annual CPNI Compliance Certification from Socket Telecom
LLC. This filing is pursuant to 47 C.F.R. Section 64.2009(e) of the Commis'sion's rules.

If you have any questions concerning the document, please contact me at 573-777-1991 or via
email rmkohly@sockettelecom.com.

. Sincerely, . ;7-. h .
'~~~

Matt Kohly
Socket Telecom LLC
2703 Clark Lane
Columbia, MO 65202

Phone: (573) 777-1991 ext. 551
Fax: (573) 256-6201
rmkohlyCdl,sockettelecom.com

cc: Best Copy and Printing Inc (via email)



Annual 47 C.F.R. § 64.2009Utl CPNI CertiUcation

ESc Docket 06-36

Annual 64.2009(e) CPNI Certification for 2010 covering the prior calendar year 2009.

1. Date filed: February 24, 2010

2. Name of company(s) covered by this certification: Socket Telecom LLC

3. Form 499 Filer 10: 824564

4. Name of signatory: John Dupuy

5. Title of signatory: Vice-President

6. Certification:

I, John Dupuy, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements
(inclvding those mandating the adoption of CPNI procedures, training, recordkeeping, and
super~isory review) set forth in section 64.2001 et seq. of the Commission's rules.

The company has not taken actions (i.e., proceedings instituted or. petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year.

The company has not received customer complaints in the past year concerning the
unauthorized release of The company represents and warrants that the above certification is
consistent with 47. C.F.R. § 1.17 which requires truthful and accurate statements to the
Commission. The company also acknowledges that false statements and misrepresentations to
the Commission are punishable under Title 18 of the U.S. Code and may subject it to
enforcement action.

Sign~

Attachments:
I

Accompanying Statement explaining CPNI procedures



STATEMENT REGARDING
CUSTOMER PROPRIETARY NETWORK INFORMATION (CPNI)

OPERATING PROCEDURES

This statement explains the operating procedures Socket Telecom LLC ("Socket") to ensure compliance with
the Customer Proprietary Network Information ("CPNI") rules ofthe Federal Communications Commission
("Commission" or "FCC").

Socket uses, discloses and permits access to CPNI for the purpose ofproviding a customer with the requested
telecommunications service. Socket also uses CPNI for various purposes permitted by law, including; (a) to
initiate, render, bill, and collect for its telecommunications services; or (b) to protect the rights or property of
the Company, or to protect users of those services and other service providers from fraudulent, abusive, or
unlawful use of,I or subscription to, such services; (c) for purpose of providing carrier premise equipment and
call ,answering, voice mail or messaging, voice storage and retrieval services, fax store and forward, protocol
conversion; and (d) for the provision of inside wiring, installation, maintenance, repair services.

Business customers have a dedicated account representative as a primary contact. The account representative
can be reached directly so that the customer is not required to go through a call center. Business customer
contracts address the protection ofthe customer's CPN!. Therefore, business customers are exempt from the
FCC's carrier authentication rules.

Residential customers are required to establish a password in order to access their CPNI. Prior to establishing
the password, the customer is authenticat,ed and is then permitted to choose a password. In addition, Socket
has established procedures for authenticating the customer in the event of a lost or forgotten password,
including calling the customer at the telephone of record, or by the customer providing legal photo ID at the
retail location.

This password is also required in the event the customer seeks access to call detail information through a
customer-initiated telephone contact to Socket's call center. If a customer does not provide a password, Socket

, will only release call detail information by sending the requested information to an address of record or by
.calling the customer at the telephone of record.

Socket does permit customers to view CPNI infOlmation online. To access ePNI online, the customer must
enter' a valid USERID and password.

In addition, all CPNI information stored in Socket's databases is password protected and only employees with
a need to access this information are permitted to do so. Passwords are encrypted and stored. They may only
be retrieved by an exact match. Socket's system will not permit forgotten passwords to be retrieved. Instead,
in the event a customer forgets a password, the customer must be validated using one of the permitted
methods and establish a new password.

Within 5 days ofan instance where a customer's ability to opt-out does not work properly, Socket will notify
the Commission by letter with a description of the mech;misms used, the problem experienced, the remedy
proposed"and when the remedy was or will implemented. A copy of the notice to the customer will also be
provided, along with a description of whether the relevant state commission has been informed and what
action they have taken.



Socket Telecom does not share CPNI information between affiliates, joint-venture partners, or independent
contractors.

Socket Telecom maintains records for at least one year of their own sales and marketing campaigns that use
their customers' CPNI. Such records include a description of each campaign, the specific CPNI that was used
in the campaign and what products and services were offered as a part of the campaign. All marketing
campaigns must go through a review process before being approved. The proposals for these campqigns, and
information released for approved campaigns are kept in their written or electronic form. Once a marketing
campaign or event has been approved, only CPNI information that is permissible to be used in campaign will

. provided for use in that campaign.

Within 5 days of a reasonable determination of breach (i.e., CPNI disclosed to a third party without customer
authorization), Socket will notify the US Secret Service ("USSS~') and Federal Bureau ofInvestigation
("FBI") of the breach via thecentral reporting facility www.fcc.gov/eb/cpni. After 5 days ofUSSS and FBI
notice, ifthe Socket has not received written direction from USSS or FBI, Socket will notify the customer of
the breach, unless the USSS and FBI have extended the period for such notice. For 2 years following USSS
and FBI notice, the Company will maintain a record of(l) discovered breaches; (2) notifications to USSS and
FBI; (3) USSS and FBI responses; (4) dates breaches discovered; (5) dates the Company notified USSS and
FBI; (6) details ofCPNI breached; and (7) circumstances of breaches.

Socket Telecom employees are trained as to the proper protection, uses and treatment of CPNI. Socket
employs appropriate remedies against those persons violating the CPNI policies and procedures, including,

. but not limited to, financial, legal or disciplinary actions including termination and referrals to law
enforcement when appropriate.


